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DETAILED ACTION 

Claim Rejections - 35 USC § 102 

1 . The following is a quotation of the appropriate paragraphs of 35 U.S.C. 1 02 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 

2. Claims 34-37 are rejected under 35 U.S.C. 102(b) as being anticipated by Hawe 
et al (U.S. Pat 5070528 A), hereinafter referred to as Hawe. 

Re claim 34 : Hawe teaches a transmission/reception apparatus comprising: a 
downstream PHY section for converting a received signal into data and outputting the 
converted data; a downstream data processing section for separating downstream data 
and key data from the received data and outputting the resultant data; a first 
encryption/decryption device for decrypting the downstream data using the key data and 
outputting the decrypted data; a storage section for storing the decrypted downstream 
data; a second encryption/decryption device for encrypting upstream data read from the 
storage section and outputting the encrypted data; an upstream data processing section 
for adding key data used for the encryption to the encrypted upstream data and 
outputting the resultant data; and an upstream PHY section for converting the data 
output from the upstream data processing section into a signal and transmitting the 
signal (Fig 2, all elts; col 8, line 61 - col 9, line 40), 

wherein both the first and second encryption/decryption devices comprise: a data 
structure analysis block for receiving the downstream data including encrypted data or 
the upstream data including data to be encrypted, analyzing the structure of the data 



and outputting information related to encryption as control data, the data structure 
analysis block also outputting the encrypted data or the data to be encrypted as 
processing block input data (col 9, lines 5-42; col 13, lines 22-41; col 14, lines 36-61); 

a data control block for outputting an encryption/decryption switch signal 
indicating which one of encryption and decryption should be performed, and a mode 
selection signal indicating in which mode the processing block input data should be 
processed, according to the control data (col 10, lines 34-44; col 13, lines 22-41; col 14, 
lines 36-61); 

and a shared processing block for performing encryption or decryption for the 
processing block input data according to the encryption/decryption switch signal, and 
outputting encrypted result or decrypted result, wherein the shared processing block is 
configured to have the ability to perform encryption and decryption in either of the CBC 
mode and the CFB mode by performing ECB processing using input key data, and 
performs encryption or decryption in the mode indicated by the mode selection signal 
(col 1 9, line 7 - col 20, line 44). 

Re claims 35, 36 and 37 : Hawe teaches an encryption/decryption method 
comprising: a data structure analysis step of analyzing the structure of encrypted data 
or data to be encrypted to determine information related to encryption as control data, 
and also determining the encrypted data or the data to be encrypted as processing 
block input data (col 9, lines 5-42; col 13, lines 22-41; col 14, lines 36-61); 

a data control step of determining an encryption/decryption switch signal 
indicating which one of encryption and decryption should be performed, and mode 
selection data indicating in which mode the processing block input data should be 



processed, according to the control data (col 10, lines 34-44; col 13, lines 22-41; col 14, 
lines 36-61); and 

a shared processing step of performing encryption or decryption for the 
processing block input data according to the encryption/decryption switch signal to 
determine encrypted result or decrypted result, wherein the shared processing step 
includes having the ability to perform encryption and decryption in either of the CBC 
mode and the CFB mode by performing ECB processing using key data, and 
performing encryption or decryption in the mode indicated by the mode selection data 
(col 1 9, line 7 - col 20, line 44). 

Claim Rejections - 35 USC § 103 

3. The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

4. Claims 21 -33 are rejected under 35 U.S.C. 1 03(a) as being unpatentable over 
Hawe et al (U.S. Pat 5070528 A), hereinafter referred to as Hawe, in view of Hasebe et 
al (JP 2000-075785 A), hereinafter referred to as Hasebe (a translated copy of this 
document has been provided with this office action). 

Re claims 21 , 32, 33 : Hawe teaches an encryption/decryption device comprising: 
a data structure analysis block for receiving encrypted data or data to be 
encrypted (Fig 2, all elts), analyzing the structure of the data and outputting information 
related to encryption as control data, the data structure analysis block also outputting 



the encrypted data or the data to be encrypted as processing block input data (col 9, 
lines 5-42; col 1 3, lines 22-41 ; col 1 4, lines 36-61 ); 

a data control block for outputting an encryption/decryption switch signal 
indicating which one of encryption and decryption should be performed, and a mode 
selection signal indicating in which mode the processing block input data should be 
processed, according to the control data (col 10, lines 34-44; col 13, lines 22-41; col 14, 
lines 36-61); and 

a shared processing block configured to have the ability to perform encryption 
and decryption in either of the Cipher Block Chaining (CBC) mode and the Cipher 
Feedback (CFB) mode by performing Electronic Code Book (ECB) processing using 
input key data, the shared processing block performing encryption or decryption 
according to the encryption/decryption switch signal for the processing block input data 
in the mode indicated by the mode selection signal, and outputting encrypted result or 
decrypted result (col 19, line 7 - col 20, line 44), 

However, Hasebe teaches the shared processing block comprises: an ECB 
processor for performing the ECB processing and outputting the result as cipher- 
processed data; a first selector for selecting one of the processing block input data and 
the cipher-processed data according to the encryption/decryption switch signal and the 
mode selection signal, and outputting the selected data; a delay device for delaying the 
processing block input data and the cipher-processed data received as inputs and 
outputting the delayed data; a second selector for selecting one of the processing block 
input data, initial vector data, and the delayed processing block input data and the 
delayed cipher-processed data output from the delay device according to the 



encryption/decryption switch signal and the mode selection signal, and outputting the 
selected data; an XOR operator for computing XOR of the output of the first selector 
and the output of the second selector and outputting the computed result; a third 
selector for selecting one of the processing block input data, the output of the XOR 
operator, the delayed processing block input data and the delayed cipher-processed 
data according to the encryption/decryption switch signal and the mode selection signal, 
and outputting the selected data; a bit mask device for masking part of the key data as 
required according to the mode selection signal and outputting the result as mode- 
adaptive key data; and a fourth selector for selecting one of the cipher-processed data 
and the output of the XOR operator according to the encryption/decryption switch signal 
and the mode selection signal, and outputting the selected data as the encrypted result 
or the decrypted result, and the ECB processor performs either encryption or decryption 
as the ECB processing for the output of the third selector using the mode-adaptive key 
data according to the encryption/decryption switch signal and the mode selection signal, 
and outputs the result as the cipher-processed data (drawing 27; selectors 22, 23, 27, 
31,32, 35,41,46). 

It would have been obvious to one of ordinary skill in the art at the time the 
invention was made to have modified the teachings of the Hawe reference with the 
teachings of the Hasebe for the purpose of providing more cipher options to the sending 
and receiving parties while using fast and secure symmetric systems. 

Re claim 22 : Hawe in view of Hasebe teaches the data structure analysis block 
analyzes a header of the encrypted data to draw out a Media Access Control (MAC) 
structure from the encrypted data based on information in the header, and if an 



extension header exists in the MAC structure and the extension header indicates that 
the encrypted data has been encrypted, the data structure analysis block outputs 
information related to encryption included in the extension header as the control data, 
and also removes the extension header from the MAC structure data and outputs the 
result as the processing block input data (Hawe: col 7, lines 2-10; col 9, lines 5-40; col 
9, line 65 - col 10, line 33). 

Re claim 23 : Hawe in view of Hasebe teaches the data control block outputs a 
signal indicating in which mode, the CBC mode or the CFB mode, the processing block 
input data should be processed and in which key data length mode the data should be 
processed, as the mode selection signal, according to the control data (Hawe: col 6, 
lines 44-54; col 7 , lines 2-1 0; col 1 3, lines 22-41 ; Hasebe: claims 1 , 9, 1 4 and 1 5). 

Re claim 24 : Hawe in view of Hasebe teaches the bit mask device outputs the 
key data as it is if the mode selection signal indicates a 56-bit key mode, or otherwise 
masks unnecessary bits and outputs the resultant data, as the mode-adaptive key data 
(Hasebe: 1f8, 1J25, H27, 1J55-56 and 1J64). 

Re claim 25 : Hawe in view of Hasebe teaches the first selector selects the 
processing block input data if the encryption/decryption switch signal indicates 
encryption and the mode selection signal indicates the CBC mode, or otherwise selects 
the cipher-processed data, and outputs the selected data (Hawe: col 6, lines 44-54; col 
7 , lines 2-10; col 13, lines 22-41; Hasebe: drawing 27; selectors 22, 23, 27, 31, 32, 35, 
41,46). 

Re claim 26 : Hawe in view of Hasebe teaches the second selector selects the 
initial vector data at start of processing and thereafter selects the delayed cipher- 



processed data if the encryption/decryption switch signal indicates encryption and the 
mode selection signal indicates the CBC mode, and outputs the selected data, selects 
the initial vector data at start of processing and thereafter selects the processing block 
input data if the encryption/decryption switch signal indicates encryption and the mode 
selection signal indicates the CFB mode, and outputs the selected data, selects the 
initial vector data at start of processing and thereafter selects the delayed processing 
block input data if the encryption/decryption switch signal indicates decryption and the 
mode selection signal indicates the CBC mode, and outputs the selected data, or 
selects the initial vector data at start of processing and thereafter selects the processing 
block input data if the encryption/decryption switch signal indicates decryption and the 
mode selection signal indicates the CFB mode, and outputs the selected data (Hawe: 
col 6, lines 44-54; col 7 , lines 2-10; col 13, lines 22-41; Hasebe: drawing 27; selectors 
22, 23, 27, 31 , 32, 35, 41 , 46; 1J7; 119, fl 1-12, fl4). 

Re claim 27 : Hawe in view of Hasebe teaches the third selector selects the 
output of the XOR operator if the encryption/decryption switch signal indicates 
encryption and the mode selection signal indicates the CBC mode, and outputs the 
selected data, selects the processing block input data at start of processing and 
thereafter selects the delayed cipher-processed data if the encryption/decryption switch 
signal indicates encryption and the mode selection signal indicates the CFB mode, and 
outputs the selected data, selects the processing block input data if the 
encryption/decryption switch signal indicates decryption and the mode selection signal 
indicates the CBC mode, and outputs the selected data, or selects the processing block 
input data at start of processing and thereafter selects the delayed processing block 



input data if the encryption/decryption switch signal indicates decryption and the mode 
selection signal indicates the CFB mode, and outputs the selected data (Hawe: col 6, 
lines 44-54; col 7 , lines 2-10; col 13, lines 22-41; Hasebe: drawing 27; selectors 22, 23, 
27,31,32, 35,41,46;H20). 

Re claim 28 : Hawe in view of Hasebe teaches the fourth selector selects the 
cipher-processed data if the encryption/decryption switch signal indicates encryption 
and the mode selection signal indicates the CBC mode, and outputs the selected data, 
selects the output of the XOR operator if the encryption/decryption switch signal 
indicates encryption and the mode selection signal indicates the CFB mode, and 
outputs the selected data, or selects the output of the XOR operator if the 
encryption/decryption switch signal indicates decryption, and outputs the selected data 
(Hawe: col 6, lines 44-54; col 7 , lines 2-10; col 13, lines 22-41; Hasebe: drawing 27; 
selectors 22, 23, 27, 31 , 32, 35, 41 , 46; If 14; 1f43; 1J61 ). 

Re claim 29 : Hawe in view of Hasebe teaches the ECB processor performs 
encryption if the encryption/decryption switch signal indicates encryption, performs 
decryption if the encryption/decryption switch signal indicates decryption and the mode 
selection signal indicates the CBC mode, or performs encryption if the 
encryption/decryption switch signal indicates decryption and the mode selection signal 
indicates the CFB mode (Hawe: col 6, lines 44-54; col 7 , lines 2-10; col 13, lines 22-41; 
col 19, line 7 - col 20, line 44), 

Re claim 30 : Hawe in view of Hasebe teach all the limitations of claim 30 as 
discussed per claim 1 . Additionally, it is known in the art that once processing in the 
shared processing block is performed for the encrypted data or the data to be encrypted 



for a predetermined number of times, the output selector selects the output of the 
shared processing block. It would have been obvious to one of ordinary skill in the art 
at the time the invention was made to have several rounds of encryption/decryption for 
the purpose of having a more secure algorithm; such technique is used in DES, 3DES 
and the like. 

Re claim 31 : The combination of Hawe, Hasebe and common knowledge in the 
art of symmetric ciphers teaches the predetermined number of times is three times. It 
would have been obvious to one of ordinary skill in the art at the time the invention was 
made to have several rounds of encryption/decryption for the purpose of having a more 
secure algorithm; such technique is used in DES, 3DES and the like. 

Conclusion 

The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. 

JP 2001-177518 (a translated copy of this document has been provided with this 
office action) 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to DARREN SCHWARTZ whose telephone number is 
(571)270-3850. The examiner can normally be reached on 8am-4pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kim Vu can be reached on (571)272-3859. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 
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you have questions on access to the Private PAIR system, contact the Electronic 
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USPTO Customer Service Representative or access to the automated information 
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